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Defense Resource Optimal Allocation Problem
of Sudden Terrorism Attack Incident

DING Xuefeng
(School of Management, Shanghai University, Shanghai 200444,
China)

Abstract; In consideration of limited defense resources, an
idea based on zero-sum game was proposed to solve the
problem of risk assessment for terrorism attacks. With
quantitative analysis, a damage probability model was used to
make decisions for attack targets under the limited resources.
By analyzing the calculation method of key parameters of the
model, an optimal resource allocation scheme was achieved.
Finally, taking the target for urban subway stations as an
example, through risk level qualitative assessment of the
stations, loss probabilities of each target were calculated and
compared under different defense resources to determine the
optimal resource allocation scheme. The results show that the
proposed scheme is practical and effective.
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Fig.1 Relationship between attack resources

and probability of success
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Fig.2 Target loss probability value of each station
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