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Analysis of Safety Impact of Data in
Communication-Based Train Control
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of Education, Tongji University, Shanghai 201804, China)

Abstract: In order to verify the safety characteristics of
interactive data in the system in the design stage, a safety
impact analysis method based on colored Petri nets and
the failure propagation model is proposed to automatically
analyze the system model and obtain the minimum cut set
of input data failure. First, the colored Petri net model of
the system is established, and the case is obtained by
numerical discretization of the place. The failure behavior
function is obtained by unit test of the transition using the
use case, and the failure propagation colored Petri net
with failure behavior transition is obtained. Then, based
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on the state space of the colored Petri net model, the
failure space generation algorithm and the transition
backtracking method are wused to vrealize the
transformation from the model state space to the failure
state space, and then to failure state tree. The minimum
cut set of system failure is obtained by merging and
calculating the failure state tree. Finally, through the
experiment, the change of the minimum cut set of system
failure under different data safety measures is compared,
and the effect of security measures on system security is
verified. The experimental results prove the correctness

and effectiveness of the analysis method.

Key words: system engineering; safety evaluation;

failure propagation; signal system; data failure
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var n_req:INT; Traln.req_ma_counter 1:1°0
var n_req_ma:INT; Traln’req_zcz 1: empty
var ver:STRING; Train'Resp_ZC2 1: empty
var ver_zc2:STRING; Train'req_zc2_counter 1: 1°1
var ver_new:STRING; Train'Conn_Train_ZC2 1: 1 true
var login:BOOL; Train'reg_login 1: empty
var if_ctr:BOOL; Train'DB_ZC2 1: empty
var req:STRING; Train'DB_Version 1: 1" "new_version"
E 11 TEiHH B 12 ZCYNEFSALILET RS
Fig. 11 Description of variables Fig. 12 State of termination node in ZC
switch scenario
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Tab.3 Experimental scheme
b Bl T PREE vk i
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3 e TrainVelocity -
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Tab. 4 Value range of input place
P f/ME L oNE K
THeadPosition 2000 2950 50
TrainVelocity 0 19 1
TrainVelocity _ZC1 0 19 1
TrainVelocity _ZC2 0 19 1
TTailPosition 1 856 2 806 50
*5 ZWHR/NEIE
Tab.5 Minimum cut sets of experiments
b s/ NEIBE
1 { { THeadPosition: gt} , { TrainVelocity: gt| |
{ { THeadPosition1 : gt, THeadPosition2: gt} , { THeadPosition1 : gt, THeadPosition3: gt | , { THeadPosition3: gt, THeadPosition2: gt} ,
{ TrainVelocity : gt
{ { THeadPosition: gt} , { TrainVelocity1: gt, TrainVelocity2: gt! , { TrainVelocity1: gt, TrainVelocity3: gt , { TrainVelocity2: gt, TrainVeloc-
ityS:gt} |
{ { THeadPosition: gt, T TailPosition: gt| , { TrainVelocity : gt} |
5 { { THeadPosition: gt | |
3.3 HRA {E& STmkER R :

DL 203 220 ZC1MA : gt o BARZR R, 43
15 B SCI0 ) r/ NEINE S5 R L3R 5.
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