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Abstract:

approaches in the field of vehicle hardware-in-the-loop

Currently established automotive test
(HiL) testing use predefined test structures. The test case
structure couples a specific test stimulation with an
individual test step to a fixed, predefined system
validation with pass / fail result. Each test case has its own

specific functional focus. If more than one functional
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aspect is to be tested, the current methods will not work
anymore. The aim of future test methods is to evaluate the
system as comprehensively and resource-efficiently as
possible. If possible, several sub-functionalities should be
evaluated at the same time in a randomly generated,
realistic environment. A different validation approach is
required for the evaluation of randomly generated
stimulations sequences. Previously they are unknown to
the evaluation environment. It is no longer possible to
validate each test step individually. The exact sequence of
the stimulation is not known at the beginning of the test
run. This should simulate a behavior that is as realistic as
possible. For this purpose, a methodology for the
generation of system evaluation for randomly generated
stimulations was introduced. Combinatorial and model-
based approaches were combined to support the creation
of system evaluation for the vehicle body domain
(describes the passenger functions that can be
experienced within a vehicle with its control units and
functionalities, no direct influence on driving dynamics)
and link them to the corresponding system requirements.
The approach supports the existing methods and achieve a
wider and deeper coverage of system assessments than a
normal test catalogue implementation would give. This
will be shown in a proof of concept with a vehicle comfort

function on a HiL system at a German car manufacturer.

Key words: automotive testing; test stimulation;

stimulation-independent; body domain

1 Introduction

Nowadays a vehicle consists of over 100

electrical , electronic and electromechanical

[1]

components ' which provide safety and comfort

F—AVE# :FUCHS Julian (1995—), B, K& TR+, F BN T W ARG T, Email: fuchs@fzi. de



12 [l o K 2 2 MCH 9K BE 2% O

%49 %

functions>?.

The interaction of the various vehicle
functions poses a challenge. According to reference
(3] , for example, the air conditioning system
increases the engine speed in order to draw more
power, or switches off the air supply when the
reverse gear is engaged. In order to ensure the
necessary functionality of the individual system, as
well as their correct interaction in the vehicle, the
individual electronic control units (ECU) must be
tested”. To test the increasing functionalities of the
ECU software, efficient test methods, which make
of the

. At the same time, test methods should

optimal  use available resources, are

required ™
detect errors as early as possible and reliably in the
development process. Model-based testing is already
an established testingapproach for mobile devices""".
Model-based testing is focusing the creation of test
cases with many individual test steps. However, the
large number of test cases cannot be handled in
systems with real-time constrains, such as the
hardware-in-the-loop (Hil.) test instance. Each test
case must be carried out and evaluated one after
another.

In the domain of driver assistance systems
(DAS) a randomly generated test drive was used to
create long-term tests with low effort’”’. A driver
model runs a “random” scenario in an environment
model. The current approaches and methodologies of
model-based and requirement-based testing no longer

"/ For this purpose, a validation

work properly'
approach was introduced according to reference [11]
and [7] , which enables a continuous event-based
evaluation of a randomly generated stimulation
sequence. This concept is already being used on the
driver assistant HilL at a German car manufacture”™ ',

The system under test (SuT) consists of several
functions. The behaviour of the SuT functionalities
can be continuously monitored by using so called ”
This
validation of DAS and is not applicable to the domain

Assessments”. process only focuses the
of body functions directly.

In order to be able to use the existing test
infrastructure more efficiently and the process of

evaluation creation more effectively, this paper will

introduce a novel approach, which reduces the effort
of the evaluation creation and guarantees a deeper
same time.

should be

converted to the domain of body functions. This

coverage of requirements at the

Furthermore, the existing approach
method is demonstrated at a Hil. system used by a
German car manufacture. The mentioned points lead
to the following research questions (RQ) :

RQ1:
increasing time on test bench?

RQ2: How to reduce the cost of test time by

How to increase test scope without

connecting isolated test cases in series to increase the
efficiency of the whole test and evaluation process?

In summary, the contributions (C) of this paper
can be presented as follows:

This paper 1s contributive because it increases
the effective test time on Hil. systems by continuous-
event-based testing on a vehicle body domain
functionality with the help of model-based testing,
and it introduces a process to generate stimulation

independent evaluations.

2 Related work—testing of automo-
tive software

Testing and development of software functions
in the automotive context is traditionally based on the
V-model ",

about the used resources, the schedule of the test

A test concept provides information

activities, delimitations and the exact procedure.
Moreover it mentions the exact SuT and the test
tasks . The test concept defines the operational test
environment (e. g. , simulation, proving ground, and
field tests) in which the logical scenarios with the
tested.

associated parameter characteristics are

Requirements are set up for the test"”. According to

IEEE 829  “Standard of  Software  Test
Documentation” ™', the test concept is a standardized
documentation”’. Two test methods for checking a

SuT, which are the basis for the new approach, are
described below.
2.1 Requirement-based approach

The verification of comfort and body functions in

the automotive context takes place in the right part of
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the  V-model

requirement-related verification is used as the main

classically"™.  Typically, the
test concept. According to reference [14], the test
creation 1s based on the principles that for each
requirement , there is at least one test case and that
there is no test without requirement.

Test gaps can be identified with the help of
requirementsbhased testing and known risks can be
addressed """, The test coverage is used as a metric to
determine the degree of maturity of the system under
test. Requirement-based testing uses systematic test
cases consisting of a precondition and test steps
including evaluation conditions and stimulation (see
Fig. 1), The approach presented in this paper uses
system requirements to derive system evaluation
conditions, too. However, the concrete evaluation
criteria and stimulation of the SuT function are

separated here (see Section 3).

customemrequest

requirements

Development of SuT
(e.g. door opene)

Test cases with specific testeps

| stipulation b ol evaluation

One Test case consists of many test steps.Each test step
couples a stimulation to an evaluation!”.

Fig.1 Classical test case structure

2.2 Model-based approach

Model-based testing is a software test concept,
which creates concrete test runs (stimulation and
evaluation). For the creation, a predictive system
model is used. The model describes the behavior of
the system and takes care of various combinations of
input variables, events, transition conditions, and

output  states""".

As a result, test cases are
generated systematically.

The model should ideally be comprehensible,
reusable and should contain a precise description of
the SuT functionalities. Basically, there is a large
number of models, which always describe a certain
of  the

development,

5,20]

aspect system™™.  In  automotive

model-based methods play an

increasingly important role, especially in the area of

E/E system architecture and in software and control
10]

design.  An important consideration of this
development is the increase of system functions, their
distribution over several control units and the
increasing networking of previously independently
developed system components”. Models can be
represented by different methods. The representation
can, for example, be shown in natural language,
images or graphics, mathematical equations, graphic
notations (e. g. state diagram or unified modelling
language (UML) diagram) or matrices (e. g.
decision tables) or a combination of all of them™".
The model can contain information about the timing
behaviour, external ground truth signals, redundancy

1

and functional signals™’. The advantage of using

model-based testing 1s an 1mproved degree of
automation in the test life cycle (planning to
documentation). Furthermore information about the
concrete test run can be generated more easily and

1020 The test engineer usually derives

systematically
test mput variables from the model by hand and
supplements the associated result. With the aid of
test automation and a corresponding model, test
cases can now be derived automatically”. The focus
of current model-based testing approaches is to
generate a whole test case with test steps (see
Fig. 1). It is often used for software testing with no

real-time restrictions or parallel execution.

3 Functional validation of previ-
ously unknown

Classic test cases consist of several test steps.
Each test step links a stimulation to specific functional
validation criteria (see Fig. 1). In the following, an
approach is described which dissolves the fixed
coupling between stimulation and validation in order to
evaluate previously unknown stimulation sequences.
3.1 Generation of previously unknown stimu-

lation sequences

In the body domain, many systems are based on a
causeeffect principle. This means that there is a known
system reaction to a defined trigger, signal change or

timing behaviour which is written down in the
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requirements, too (e. g. When the air conditioning is
switched on (cause) , it must be displayed in the
infotainment system (effect) ).

Extended functionalities can often be described by
a dedicated sequence of triggers. In conventional,
classic test approaches, this procedure is fixed by the
sequence of test steps and cannot be influenced during
the test. However, if you try to simulate the real
framework conditions in the vehicle, at the beginning of
the journey the decision to switch on the air conditioning
is not clear to the driver or front passenger. Rather, the
driver decides on the basis of other influencing factors
and external stimulation (e. g. external smells) or on the
basis of other system functions (e. g. whether the
window is currently open) to switch the air conditioning
on or off. Dynamic and randomly driver and passenger
behaviour cannot be mapped in the context of predefined
test steps. According to references [11] [22] and [ 7],
there are approaches in the DAS world where the ego
behaviour is influenced by a driver, environmental and
traffic model in its driving behaviour (digital test drive ).
A driver or passenger behaviour model can also be added
in the area of body domain to generate system
stimulation. The exact sequence of the stimulation is not
known at the beginning of the test run. This should
simulate a behaviour that is as realistic as possible.
3.2 Activation—and check conditions

A different validation approach is required for the
evaluation of previously unknown sequences. It is no
longer possible to evaluate each test step individually.
In comparison to requirements-based testing, the
validation logic has no knowledge of the exact
sequence of the respective scenario. Instead, a
continuous evaluation approach is required, which
does not need any information about the exact order
of the stimulation triggers. For this purpose, a test
approach was introduced in references [11] and [7],
which enables simultaneous and continuous system
[23]. So called

“Assessments” are used for the creation of system
(5]

evaluation based on references
validation criteria®. If you take a closer look to the
use of the simultaneous continuous evaluation of
system functions, it is mandatory to estimate which

assessments need to be active in a certain situation.

Therefore, a separation of the assessment into the
activation and the actual check condition is proposed.
According to references [7] , Fig. 2 shows this
division. If all activation conditions of an assessment
are valid, the check condition is verified. If the check
condition is not valid for a certain period of time, an
entry is written to the test protocol. At the end of the
evaluation, the protocol contains the concrete
activation times of the assessment and the related
evaluation. The activation conditions are checked in

each model cycle "'

Assessment
1.Fullify Activation Conditions 2.Verify Check Conditions
Check la

Functional test condition of vehicle bus signals

Activation checkcanditionl

activationconditionl &&

checkcondition2

activationcondition? Eg. fan level >0 ANDtemperature-car increasi

Check 1b

Functional test condition of vehicle bus signals

checkconditionl

Eg. ignition has to be on.

Eg. If vehicle speed over 20 km/h ANDclima on,

Fig.2 Continuous event triggered validation

concept™

Concrete conditions from raw ECU signals or
from derived variables, which are determined from
the simulation with the help of an observer, can be set
up. The test scripts are independent. They do not
state of the SuT

Test scripts only monitor the current

change or influence the

functions ™.
status of the SuT function'"". The test concept from
references [11] and [7] will increase the effective
test time. For each model cycle or test step, several
evaluations are executed in parallel. This is one way
of testing a system continuously on a real-time
constrained test bench™'".

4 Automatic functional validation

of SuT

According to reference [7] , driving functions
are already evaluated with an continuous event-
triggered test concept on a HilL system. The creation
of evaluation criteria is difficult and requires a lot of
knowledge of the existing code framework. Cross

relationships between the assessments are difficult to
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establish. In order to simplify this process, parts of
the modelbased testing were applied to this evaluation
concept as a new achievement.
4.1 Use and benefit

The desired target state of the new model-based
assessment generation (simulated by the model) was
state of the SuT

functionality. It is possible to evaluate the system

compared with the actual

behaviour against the data from the created model.
The model accesses the real control unit signals and
to extended system information, which is provided by
an observer. This extended system information
provides additional referencing data for the simulation
environment. In order to keep the intelligibility of the
model as low as possible, the entire functionality does
not have to be mapped in a single system model.
Several models can be executed in parallel or can be
divided into sub-states to structure the system model.
This The

requirement for the system model is not to reproduce

ensures clarity and maintainability.
the test system exactly, but to find a simplified
representation of the system in order to quickly find
relevant and potentially critical points. The structure
of the model should always be kept as simple as
possible and the concerns should be separated into
several simpler sub-models. The focus should be
placed on the simplification and derivation of system
behaviour models (see Section 6).
4.2 Systematic assessment generation

As a first step, a system and behaviour model
for the SuT function must be created. Existing
models, which have already been created in the
product development cycle, can be used or new
models can be built with the help of requirements
(step 1). The system model should map the basic
functionalities of SuT and show simple logical
relationships. When modeling, the system should be
divided into basic states. The evaluations are mainly
used to find errors on the SuT. The creation of the
system model is described in Section 5).

In the next step, the system model is converted
into a uniform machine-readable data format (step 2).
This guarantees the use of every code generation tool

regardless of the source of the model (e. g. Simulink/

Stateflow). Existing standards of representation such
as UML can be used here ™™,

generated from the system model in a standardized

Assessments are

form. To create the assessments, abstract
assessments (if-then-structure) are generated first
(step 3). The states and transitions of the created
For this

the states serve as activation conditions

model are used to derive assessments.
purpose,
( “if” -part) on the one hand and as check conditions
( “then” -part) on the other .

assessments are created for a system with two states

The following

(state 1 and state 2) and two transitions (transition 1-
2 and transition 2-1).

e Activation condition from state ;

- If state 1 is active, then the condition of
transition 2-1 must be checked;

- 1If state 2 i1s active, then the condition of
transition 1-2 must be checked.

e Activation condition from transition:

- If transition 2-1 is active, then the condition
of state 1 must be checked ;

- If transition 1-2 is active, then the condition
of state 2 must be checked.

Many interdependencies in the vehicle body
domain consist of two system states with the
corresponding transition conditions. That is why a
bus idle state system is used as an example later in
Section 5. There are two states bus active and bus
inactive, between which a change is made depending
on the current system state (transitions). Every
transition and every state lead to an assessment. The
SuT

functionality exactly. There are always differences

system model never represent the real
between the output of the system model for the test
creation and the implemented SuT functionality,
because of simplifications or unknown thresholds.
The exact timing behaviour can never be reproduced
on test infrastructures with real time conditions (e. g.
Hil.) , because of missing signals (internal signals of
the control unit) , unknown specifications and other
sensor information. For this purpose intermediate
assessments are introduced, which map the transition
between two defined states.

In the next step “if-then clauses”™ are translated
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into the corresponding code for the required test
automation tool or framework (step 4). In the last
step, a library was generated, which was derived
from the code and was easily integrated into the
environment (step 5). In this

existing  tool

environment assessments were performed,

evaluated, and logged. The test generation process is

shown in Fig. 3.

. Derivation of Creation of
5 Graphical model-
ystem . structure from abstract
requirements g graphical model assessments
stepl step2 step3
Development
model :E
5 Integration in Code snippet
J % exisiting framework generation
S
©
s step5 step4
= —
E Measurement
=1 .
N =  Evaluation and protocol

Fig.3 Assessment generation process

Due to the model-based creation, a link between
assessments and model was achieved. This increases
the consistency. In Section 5, the process is applied
to a body function on a Hil. system at a German car

manufacture as an example.

5 Evaluation and application

The new methodology was applied to system
function in the vehicle body domain for a proof-of-
concept. In order to reduce the power consumption in
the vehicle, the control units fall asleep after an
inactive period without a trigger signal. If all control
units have fallen asleep, this is indicated by a signal
on the vehicle bus. If a trigger occurs, the control
unit wakes up and the data signals are sent again via
the data bus. The corresponding bus signal changes
its value and indicates the current state of the bus. It
was decided to use the “bus-sleep” function, because
it is a widely used function in the vehicle body
domain. The model of the “bus-sleep” system
consists of two main states with its transitions. The
bus wakes up by the hazard warning lights or a door
trigger event only. The system and behaviour model
of the SuT function is seen in Fig. 4.

This system model is used for the automated

Intermediatestate

Reset activation time

Trigger(e.g. dooropenevent)

Businactiv

Busactiv

bus-state signal = inactiv bus-state signal = activ

Calculate the activation

Waiting for trigger .
time of state

state 1 state 2

Activation time with no Trigger > Threshol

Trigger
(e.g. dooropenevent
+reset activation time)

Intermediatestate

The vehicle SuT function is stimulated by a random
generated trigger sequence.
Fig. 4 Proof-of-concept system and behaviour

model bus-sleep

derivation of assessments. These assessments can be
imported into the existing test automation tool
framework on the Hil. system at a German car
manufacture. The system assessments are mapped n
the corresponding real-time code and check the
The

stimulated using previously unknown triggers, which

system function continuously. system 18
are intended to simulate real driver behavior. These
triggers (door open trigger, door close trigger and
emergency flasher trigger) occur in any order and
sequence. The parallel evaluation makes it possible
to evaluate the system over a longer period of time
and to collect further information about the correct

bus sleep behaviour (see Fig. 5).

¥ k%

[ Statel State 2 State 1

sl |
Bus activ
state

z
a el
o L 2 = il
® T ©
7 \ ° ' >
2 S
32 e =
h k] / 5
\ K o
£ <
Bus inactiv 0 =
state -
* Door open trigger ! ! ! ! L 1
| oooropen frEee 82 80 860 880 900 920 a0 %0
Door close trigger )
* Emergency flasher trigger Time /s

The Astrix shows the trigger events on the bus, which

stimulates a bus wake up.
Fig.5 Signal state-time-plot with invalid and
valid areas derived from system and
behaviour model and subdivision in

different model states
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One check per transition and one check per
Section 4). The

intermediate status was omitted from the code

status  were created (see
generation. It was generated for the model shown in
Fig. 4. The implementation of time behavior and
tolerance times is particularly useful in order to map
transitions and intermediate states. As an example
the following abstract assessment are generated :

o If activation time with no Trigger is greater
than Threshold, then the bus—state should be
nactive;;

 If a trigger occurs, then the bus—state should
become active.

In the time series shown in Fig. 5, the following
triggers lead to the corresponding system states
(model) , which activates the corresponding tests.

Specifically, the random sequence of trigger
signals 1s generated on the HilL system. The system
is supposed to check SuT functionality in different
initial states. For unambiguousness, the system
model was included in the protocol with additional

descriptions for evaluation reasons (see Tab. 1).

Tab.1 Timing sequence for related test sequence

Sim. time/s  Trigger event State transition Rel. ass.
822 door open state 1 to intermediate 2
830 door close stay in state 2 2
840 emergency flasher stay in state 2 2
855 door open stay in state 2 2
875 no trigger change to state 1 1

This increases the traceability and creates a link
between the specific assessment and the system and
behaviour model. In the proof-of-concept, the system
was monitored for one hour using the presented
Each

signal was evaluated continuously. An external

approach. 30 activations were carried out.

system triggers the individual signals in a random
manner. To test the assessment generation tool,
three  types

intentionally injected into the vehicle body domain

randomly of triggerevents were
system function, which are evaluated with the help of
the created assessments. In traditional requirements-
based testing, only five test steps with five
evaluations are executed in a similar test case at the
same time. The effective test time was used better on

the HilL test bench. At the same time, the continuous

evaluation concept offers the possibility to evaluate
several systems in parallel. Therefore, the bus sleep
assessments are also adopted on other system test
cases in order to monitor the bus sleep behaviour of
the control units in normal test operation.

Changes are quickly incorporated into the
existing model during the assessment design. For
example, adding further triggers or adapting the
timing behaviour only requires small parameter
adjustments in the model and does not have to be
carried out on many different assessments or test
cases as before. By using the system and behaviour
model and the automated generation of assessments,
conclusions about the system behaviour are generated
quickly and easily. The methodology is particularly
well suited for evaluating endurance tests, long-term
tests and stimulation with a predefined unknown
sequence.

If the manual requirement-based generation is
compared with the automatic model-based creation,
the following advantages are mentioned for the
automated creation process:

* The effective test-time on test platforms can be
increased with real-time coupling, because of parallel
testing of more than on functionality.

* System function assessments can be transferred
to other tests easily. It is possible to execute them in
parallel to other generated stimulations or already
existing test cases (reusability).

If the full potential of the process should be
used, this approach has to be used during
development, too. For this purpose, a system model
can be derived from a development model, which can
be transferred to assessments and executed on

different test instances.

6 Conclusion and outlook

In  software development, model-based
approaches are a practiced and widely used test
method. With the help of an automatic creation of
assessments, the effort and the susceptibility to
With a

evaluation, a

evaluation irregularities are reduced.

continuous  event-based — system
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simultaneous evaluation of several SuT functions can
only be carried out with great effort over a longer
period of time. In combination with the simultaneous
the
assessments generated by the model-based approach
anymore  (RQ1).  The
this paper makes

systematic and comprehensive system evaluation

assessment  execution, large  number of

is  not problematic

methodology  presented in

easier and more effective than the manual creation of
evaluations. The test process presented in Section 3
represents a new type of automation process for body
domain functions (RQ2). It has been shown that the
presented process works with simple models. In
further work this process is to be transferred to more
connected and encapsulated models.

After creating an initial version, the tool chain is
used to check the model with recorded measurements
initially.  Relevant signals can be saved in a
loaded

environment. It is possible to adapt the system model

measurement  and mto a resimulation

and optimize it. This is used to map influences that
The
resimulation environment is not bound to the real-

have not been taken into the model so far.

time limitation of the test instance (e. g. Hil.) and
can therefore be carried out in a resource-saving
manner. This means that new versions of the model
can be developed quickly.  Specifically, a
resimulation environment is to be created in which
tests and stimulations can be derived automatically on
the basis of a behaviour model - according to the
method presented in this paper. In addition, a process
should be created which transfers the test concept to
further development stages. It should be evaluated to
what extent this method can also be used on Software-

in-the-loop or real-world test platforms.
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