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Risk Analysis of Digital
Transformation Based on Failure Mode
and Effect Analysis
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Abstract: An improved failure mode and effect analysis
(FMEA) method based on fuzzy theory, grey relational
analysis (GRA) and technique for order preference by
similarity to ideal solution (TOPSIS) was proposed to
construct risk analysis model for enterprise digital
transformation. Firstly, factors of six dimension that had
influence on digital transformation were proposed by
literature analysis, expert interview and questionnaire
survey. Next, through fuzzy theory, the qualitative
evaluation index of expert group was translated into
quantitative index. Then, comprehensive weight of risk

factors was considered, and failure modes were sorted
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through GRA and TOPSIS. Finally, the model was applied
to a digital transformation enterprise in the testing
industry to verify its feasibility. Moreover, management

measures were suggested based on the analysis results.

Key words: digital transformation; failure mode and
effect analysis; fuzzy set theory; grey relational analysis;
technique for order preference by similarity to ideal

solution
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Tab.1 Failure modes and effects of enterprise digital transformation
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Tab.2 Meaning of fuzzy evaluative terms
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2.1 KYERREEHF AT PR (R ASORA A 15 B F1O6T I 1 — FA RT3, N 25
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Tab.3 Fuzzy linguistic term and corresponding triangular fuzzy numbers
S Sy R L M H \%
1 0.25 (0,1.2,2.7) (1.3,3.4,4.9) (3.4,5.4,7.9) (5.6,7.5,9.2) (7.8,9.2,10)
2 0.25 (0,1.3,2.9) (1.4,3.6,5.1) (3.5,5.6,8.1) (5.8,7.6,9.2) (8,9.3,10)
3 0.2 (0,1.2,2.6) (1.2,3.1,4.7) (3.3,5.4,7.7) (5.2,7.3,9) (7.6,8.9,10)
4 0.2 (0,1.2,2.5) (1.3,3.3,4.8) (3.5,5.5,8.2) (5.5,7.5,9.1) (7.8,9.1,10)
5 0.1 (0,1.3,2.8) (1.3,3.2,4.8) (3.5,5.5,8) (5.5,7.4,9) (7.7,9.1,10)
Bt 1 (0,1.235,2.7) (1.305,3.35,4.88) (3.435,5.48,7.98) (5.54,7.475,9.12) (7.8,9.135,10)
AR 2 (3) 45 = AR ASOR B8O A L b 8, DR B2 *6 REEFNE

/N, BARBUE AR 4 BT o
R4 =AM AL WL

Tab.4 Clear numbers corresponded to triangular

fuzzy numbers

HE AR R L M H 1%
TH IR 1.27 3.26 5. 56 7.43 9.06

PR AT L F IV, b % — i
SRR SR LRE LN E BB P
FERE , IFAE 2 (4) X PRI A A T R A A 3,
Xof DA PR ) 2 A AT e P R AR X (5) ~
(9) 3 I+ L0 JRURS: PR 1 ) 2 WA B 5 25 G A, 7
FA LR ANFR 6 P s AR5 AR A = (10) TH58 s A
USRI , IR 7 s

F®5 RBEXEREM

Tab.5 Evaluation of failure modes from expert

PRGN JETERE(S) KA (O) i (D)
FM1 \% H L
FM2 M H M
FM3 M M M
FM4 \% M R
FM5 M M L
FM6 A\ H L
FM7 H M L
FMS8 M M L
FM9 M Vv M
FM10 H M M
FM11 H H M

ATIASC RS T R 8 Al 6 5 1F | 9 BEAH
figt , AR R DR ER B B 5 K 8 SR 5 SR K AR 49
— I Wy = a,= 0.5, T AR XTI B 5 AR A A S
WS FE RS R AR THE Y, A5 B A B R R A 8
J7R

Tab.6 Weights of risk factors

) JREE O RARE KINE
e (S) ©) D
%£521(0. 25) 0.4 0.3 0.3
%£522(0.25) 0.5 0.3 0.2
FERLE %% 3(0.2) 0.4 0.4 0.2
15 4(0.2) 0.5 0.2 0.3
£525(0.1) 0.4 0.3 0.3
HAAN T 0.299 0.256 0.445
LA AR 0.412 0.237 0.351

RT IRV 4B FE

Tab.7 Weighted risk assessment matrix

KA JEEIE(S) RAE(O) KM (D)
FM1 0.157 0. 068 0. 066
FM2 0.114 0.071 0.122
FM3 0.095 0.075 0.136
FM4 0.144 0. 059 0. 084
FM5 0.098 0.063 0.103
FM6 0.138 0. 080 0. 092
FM7 0.117 0.066 0.097
FM8 0.114 0.062 0. 096
FM9 0.111 0. 094 0.113
FM10 0.141 0. 062 0.124
FM11 0.123 0. 080 0.111

2.2 HEF&ERIES

kg S b U B A SCHE R B O IE I A 2R A AR
4 FMEA J71% 5T TOPSIS () FMEA J5 1 A SC
T AT LA b, A5 B A5 AR 9 PR o

W BT A RAT LUR B, R S 4 FMEA
J5 B A R A T HE R B, FMILL B4R S B e v
i K F 5 T TOPSIS 1 FMEA J5 ¥ il 3¢5 1k ik
ATHEP B FML0 B JE B e o 32 RN IS P %
TRV PR B AR, R B R A R R R, T L
FMI0HEF B MEERT o X FBIA SO E AT LA 7R K
57 PRI (AR X EE A
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Tab.8 Relative similarity of failure modes
SRR d; pi d’ pi s’ S, I A HeFF
FM1 0.835 0.937 1. 000 0.941 0. 886 0.971 0.477 7
FM2 0. 808 0. 867 0.672 0.776 0. 837 0.724 0. 536 5
FM3 0. 968 0. 989 0.859 0. 880 0.979 0. 870 0. 530 6
FM4 0.699 0. 804 0.859 0.908 0.752 0. 883 0. 460 8
FM5 0.499 0. 699 0. 986 1. 000 0.599 0.993 0. 376 11
FM6 0.742 0. 896 0. 656 0.715 0.819 0. 685 0.544 4
FM7 0.525 0.738 0.827 0.861 0.632 0. 844 0.428 9
FMS8 0.487 0.710 0. 886 0.918 0. 598 0.902 0. 399 10
FM9 0.816 1. 000 0. 684 0.706 0. 908 0.695 0. 566 2
FM10 1. 000 0. 965 0.502 0.755 0. 983 0.629 0.610 1
FM11 0. 766 0. 890 0.591 0.706 0. 828 0. 649 0.561 3
R9 3WMAEMITELER
Tab.9 Calculations of three methods
PRI BB FMEA Fik FEF TOPSIS B FMEA ik ES @IRTS
R - N R \ . N .
JEEA(S)  RAEEO) R (D) RPN HEFP AHX I 30T HeP AT HE
FM1 9 6 3 162 9 0.454 7 0.477 7
FM2 7 6 5 210 5 0.544 3 0. 536 5
FM3 5 7 6 210 5 0.529 5 0.530 6
FM4 8 5 4 160 10 0.448 8 0.460 8
FM5 6 6 4 144 11 0. 335 11 0. 376 11
FM6 8 7 4 224 4 0.529 5 0.544 4
FM7 7 6 4 168 7 0. 387 9 0.428 9
FMS8 7 6 4 168 7 0. 353 10 0. 399 10
FM9 6 8 5 240 2 0.543 4 0. 566 2
FM10 8 6 5 240 2 0. 665 1 0.610 1
FM11 7 7 5 245 1 0.563 2 0.561 3
AL 5 FMEA J5 i, FMO FLEMIO Z ] . J7o (ESEER TAE th oo = AR B Bl 515 Bk =,
FM2 FIFM3 Z [ [FM7 FI FM8 Z [ 455340, J6 - HUEAE 5 Th AN AR 0= A Bk R . A

T TEORG Bt 1 P 2 R A 7 LA, R AR S 3 U fige ke
THH T R, I H R T & T XU R R R,
FML11 R 5E B A BT T R, HER 5 367, FM1 Al FM4
MIHET B A Tt

1E3LTF TOPSIS () FMEA J5 ik, BRI RE %
FE T XU R T AR (E A4 SRR, 20 B8 =1
AINERCESE R O W S B ARG A BN 2 o 81 4n FMI9 Al
FM2 oA s U1 B AR 22 0. 01, FM3 Al FM6 B AH
XU AT AR A o AR AR SCOT v THARC S A X
AT A 25 5] A R 5 T HET .
2.3 KHEXHF ST

A HER 4 T LR B, A S 1k
SRR e B A A B ) R SO A 2 2
F4 (FM9 . FM10) FT 4L 2130 Ak (FMLL) J5 1 5 i 45 5
5V ELRE TG . Al Bt 2B 5r st -
TSR R AL SR 5540 i | L Al A TR i i
THECE ARSI BT T3 ok Ry i R A8 —
TRAC IR 55, 1 A 7 7 2 A i T AR A 1) 15 8
AR DR B T8 Al — 3 SR 55, 3 s AE ATl P ) 5

B

b R AT, TE A P, 5 A7 7E B N
G ME DL S BRI 5 R e Al 7 BT A i
R, FE5 R AIER Ty, AR AR — A
BN RG, EXELRISNYE B, Tk a8 N
AR IR TR AL AL, JC I B R G el A
Bo HHN B R E A N T AT L TR
WA 1E 5 %% 7, L7 28 B P R 46 A 5 s olk
AR

LR, Kb A7 R SR ) e 21 2R R 2 21
SCAR T T R BB | T AL A O s X A v
TE% 4 (FM6) fil A Bt (FM1 . FM2 . FM3) J5 1 . %%
G R Al e RV PR R LR, /D5 B (8 A llobe sk LA |
ANSEHEHE B AR . i i A 2984,
WA T e s ) HAL Gl 55, e 2 7 AR R IR e A .
TENGUIT T, A AT B e BUAS (S5 B AH N Y
AT BT RS A, 3l 5 TR, S
e

PR, HR (FM4) FEL SR (FM7 . FMS) J5 TH Y
PR HET BN FE ST |, A AS % LA e b #E
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BT X Z AR M 75 EEAR St D i B T A A XU
ARSCHE DR 8

(DT AL ekl b Fira/E.
i 5 N R AT AR R AT AR
M A A R ) R R L AR S NITTAZ
b 5 HE R R

2)SFHEM . 2RS5, R R4 k.
Al 2T T E AT A T AR, S By TR
DY Gl AR WO T TR A R
5, R R B R B0, B 01 T
RIFFEET]

) PRI PRI A . AR
BA BR8I35 i[RI, 75 28R A2 gl
G5 A MR AL W Z R RE T, AR IEA 2 65 1 % 4 52
FEE R T AR

3 H4iE

AIHT TEAR A B A A R T R AR Y
DRI, 48 1 AL A9 T3 [ 15 it X il S it 5 f 2 784
R JRBTF2e0r HAT BB 08 S AR SO AR A 2
1 .GRA #1 TOPSIS X} 1% 4t () FMEA J7 i3 17 24
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