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Abstract: This paper first reviews

backgrounds especially the Internet of Vehicle (IoV)

the privacy
characteristics, privacy features and common privacy
leakage attacks. Then, it elaborates the characteristics
and needs of different types of privacy in terms of identity
privacy, location privacy and data privacy as well as the
key privacy protection technologies and methodological
evolutions for different privacy types . On this basis, the
representative privacy metrics schemes, theoretical
models, and metrics challenges for different types of
privacy are studied in depth across multiple privacy
domains. Furthermore, 8 key attributes and 32 indicators
of privacy metrics in IoV are summarized. Finally, a
discussion is also made on the future research directions

and challenges of privacy metrics.
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Tab.1 Privacy risks in IoV
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Fig. 1 Identity privacy preservation

technologies in IoV
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Tab. 2 Identity privacy preservation technologies
and features
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Fig.2 Location privacy preservation technologies in
IoV
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Tab. 3 Location privacy preservation technologies and features
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Fig. 3 Data privacy preservation technologies in IoV
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Fig. 4 Privacy metric framework in IoV

2.2 BRBERAES

PR D) v B 0y R RD T R E A T 4 T T SR R
P ARPEA ] S RIRL B 44 M T B RAE
AT LUHGH SRR 0 R RN e— A K
A FEbR AL ER R . X SR AR n] DL AL 4R HK
W F 44 7 ZE P Re de A0 B 44 1 OF AL g g 3RoR R
MR

(1)

1984 4, Shannon ™" #5715 S B . (5B
() B PR SR AL T — B S F B X R e R T 1
KAl 5 44 R GEAE AR PR RIS R 29 o 2544 1) B

T4 HFEBEARPEARES
Tab.4 Data privacy preservation technologies and features
[SENVSIANES EIa
e LA DR AR R | R BRRA R SRR AR T A K

- . JE B AAORAP, BRI TS R

HTEERA 4 s SERTER 31 2 SCR PR
X Mgk PEALRTSE YR B BUE I L R0, S TR M
TR Z2y BT A1 F Z RN SRR | 8 45 A BCR A S i o F 3R 85
B sl FEALTE ALP S A0 AR w38, 7R ol R 5 HEE D T AAE n) T

PRI B R P TR AR 2 SRR A




5% 12

TR/IVHE, 55 AEIR RIS IR RG22 42 4 a7 1

1697

ZIK o FETHE B 0 B AR AL A5 B /D
W/ 5 KOG AHELAR REDR AR L SRR Renyi B AH E
RS,

15 B R —~ B AL (4 Hh AR
2R AT DA e O BT 7 e (A DG R4 AN B 2 1 R
TR R KN, HFib AR

Py=h(X)=—>, . p(k)log.p(k) (1)
s PRy X HE s £ J2— A BEALAS &, B AL AR
BXESWEMEX =k, -, bCEREZEN—
AL 5 p (k) TR B X2 HARAOAGTTHHER

TEMCHER b, 77 22238 B T R Y 44 1 i
TP T ZEMHFSY , O'Connor 2 # HY T — AN
UN IR iy E I EUR R IS =Y. S
(14 2 42, A B ESF 1] 4R T 5 B . 20184, Cui
SN T SR TR A4 B B R F R A ELSE
{E-5 A HA ] B (B Z M OC R AN PR AR L

(2) AR/

1988 4 Chaum 2 th T 1 44 SR (O ME &, AERE
TR R EH I RS, BE A4 SRR R T
FECEL I 1 R A NS N o AT R/ MR AR S
P ATLIR ARSI/, BiE TR ASE SR
ANFEE I IR 2% e R T L BRAIG , B 44 ) R
i, L AR P Rk

P,=|A,|=log;N(N=1) (2)

L w IEEHL 5| AL | s wiB A A 1T
DABEEAE R TCH K h IX o ORI 2 5 N
REELE|A, TR

Chen 55 A48 38 0 5 48 5 30 19 2 10
A B R E AT T S T AR
G ARAs 2 DS R LI RGE SR EHZW
B A4 MRS

3r—EA

k— BE 44 B WE A& B U2 Y Sweeney ™' 7E 2002 4F:
P& I TE B R AT R RNEE . e— A
SR AR AR U T8 bR 2 — , TR B fE h
MEARRAT B B 2 R, HLERA =

P,=F (3)

o oK FE 2 B s 5 h A a0 T, JF B £
AN A TTA B RO AR AR S . B 40 Bdl B &M
RS, Ot 2 BRI s B RA( B, BRORA DR AP o i
Bo 20194F Ao B PR N o— e A4 R B P 44 11
S ZER RV

() Y& fatn

it 5 46 A o2 46 8 1 R o BT Tk A T
R IR BRORA R 5 B A Ak X AT AT — R 22k
Z AT W BT W RIR A RE
Ps=P(Sim(s,s)=r.)=>1, (4)
o P X F R s HARIE & 55" Mt ]
DAFR BN AL 5% 5 7 A ARACLEE R s o iR 25 B
R, 26 TR PR 20— 5 HAR U (B R =, 1%
22 BAE Ny o i, Yo & D) R 2 3 R B AL 15 L
Agrawal Fll Kesdogan* 1A by it AL T 2 I it (R WL 4¢
URHSR i it B A4 PR IR 50T 1
(5) B RATH 5 R L A
EGXFTF B AR, X T B 44 1 B RA ) i PR
JIE o B R A I 2 R b mT DAV R B i R e, HR
Pr=r3s€St (5)
P(seTSCT,)=1
Ko A EE, 4w B )E , — N Erkn s
MRS TR o, WS RAERRAIEE . s h—1H
br, S HEES . Y HRE SESTERL L HmE R
T, ) HOH s W EN IR, Biss & AL
R T, O AREA S T A o, W) 25 A= B oRh ik 6% (1)
B, LR B Huang™ R 2L F 1 A5 BIEH
UEHE B , 78 25 1 B a) B P A I 28] 3k 19 508 42 1) 55
I, 1T e G B Ik I o 45 11 s 24 R
2.3 fIERFAEE
ATV AEAS TP B B AAPEA Hh r £ A B
JEEREAL Fe b , A A -EA B B R
FEh :
(DEAELRN
Chaum™ ¥ [ 4 5552 O ELAA ke (s B
RGP R TR XA 2 1, BE 44 AR R RN
e i A R I — MBI T AR . IR
B A 44 SRR/ IR T HE 40 P LA 43 B AR
TERHRTE B o XA R BRI DR SE T I LR T B 45
Gt
(2)0
0308 Bl PR 23 I v S R A DR B 0 o
R MR, AL TR A S IR LR
R, R B R AR 2 4 o i TR 0 RUE
T FEI IO T 1 24 SE R R L, JF 48 WHE AN BE DY
R LA . B, e R B 00—k 3 [0, 1]IX
], FH A — A o 2R 5 F 1O B e PR BE , Hike



1698 [l o K 2 2 MCH 9K BE 2% O

% 50 %

H(X)
 H,(X) (6)
K H (X)) i Kol 13— 5 i e A A BUE
LR, EEA TR . DiazZ N3 e T
i FH BT A AT RE R0 o A B R AL R L, 25 &
B 44 45 K/INANE — AR R AR T A O B RA PR IE . T
FRHFEE N T — b I T3 R B4 FH P B A
KT i T 15 B0 00 AR BE T8 B B
KAl K F

CYEISE - EVEIES

R /PR ARt — N T B
T, 7 Xt Tl o W3R AT 2 /D B AL 5 B s A
RKEZ/DBEIMGE . BB FReREE Bk,
G NSO Y R n I I SN ul iy A U E s v W)

P.=|v|, YveV (7)
Kb DLAER 5 R ), 783X —FRhm T B 1 1) 1 R
L0 B RN T REIE A IR 22 /0 420, HHE %
RRFREE LT — A b iR Vs

FHEAF AL AT DA A5 B 25 /PR FR i b
PIANBEHLAS f 22 18] (0 B L s | S s T
S B 22 A5 8, Rk ok

P.=I1(X5Y)=H(X")—H(XY) (8)
2 X RBRE I LA 5 Y R T B R e
SRV MIKT=NS
AT AT DA — 215 3
o . plx’,y)

P= g apteoe casy O
Krpa B ESE R A B — D BEPL AR i, B
BRRERLAS B X BB MEX = {2y, -, 2 JRE—D
BRI AT o y S ECHE oA P  BEAILAE , 25 1L
FEALAE Y R y WIME S5

SAFPERRALR S R — L M B, AT AR
PR —A B FARE S bR, ikl

po=1—2"% (10)
Ao Y Rk ER R 4y, X O BT Y Il ER B 4 R Y
K FA

(4) H BN AT X 431

M HART] XA PEFE b s 22 4 B Ay S B4
Bz, BRI P AR IR 2 o = O/ AT LA
PRAE ed 2253 Ba A o T B ] X 4 1) B R 3
ISR P, Fmh

P 1=d (¢, ¢.)<ed(ly, [;) (11)
o d RIS s o BRI T2 R BE AL B

Py

e =N
AR

s d(Pyry o) P BERLAL B LINAE 53 A5 22 [] ) B
B o L L EREMALE, d(L, L) REEPIAL
BZ IR RHEES , P B EEARLORIP K HOR TS
(5) My il
il A — AL B AL R R ik T A
Heili # B R F AR P BORESR , 40 Sholri 45 A
3 3 ek 1) L R SRR B T S bR A
LA o HER AR bR AR TR X HER
Pi=-

ri

A TR A8 AL R R W S RS T s RN TR
PP R AL R DX B 0 0 S AT A i 55
TRIALE AR

(6) VLI 1A I 7]

Y- SA TR VA R (B A A 25 st ) S PR 1) B AL R AP DF
i bn A2 PR R A 1 MG & B B — R PTG
Ry ], Fb =k

Py\=H(X) <t (13)

A o R B R) 5 XA Bl BLAR £ e X X
e 44 4 v AR A BT B A TR H (X)) L.
DAL, P 2209 2 P ] ) 0 35 B AN M DR
TEIRVE BE < AN BN E] o S 5 PRSI A [ 1)
(A, DU G RA: s

(7) PR 2=

TR 2248 b mT L Ry Gk 5 e A H AR
TR R X b S T e A G W
A3 RS TR DRI Si2 oo e ) TREf

RAGALE I T T A S50 P Wy
HHSEBRA B BTERRFEEE .
n(z) p(alx')
> Pr(al’)

A N EATEE 2 NP . DT R AL fE
FLE, Si R F th— 2 n] REAY P A28y bR
SERME AR I A 7 KA
SR U VAN ol S 17 A e el [T N SR R
2 R — AR
x'=a,min > P(alx))|z"— x|

rey

T B R B | 2 — | B 2
PREEES R, A TR ZZ E, N
E=E|z 2 |[SP(ek)e ] (16)

Corser % N th AT LU I 285 f b5 , Bl in-F

(12)

P(xlx')= (14)

(15)



5% 12

TR/IVHE, 55 AEIR RIS IR RG22 42 4 a7 1

1699

PR A FE A RN - 249 i 22 B 44 e ] o
JEE Rk BSORA ORY- AN R) FH 22 i s i) A7 5 ) i 22
R o
2.4 HERMES

KRS K Ve SYiN S iaks & ST POIEY k€T Hi oy
T, LIk 2B U R AR H Y. AL DR 758
JEE AR o] FAAE Py AR AT LI B0 B RL T
EIERR N 42K

(D)%

e Sy s lDEiBuR ENER Y SIP S LR
P AR B K A i A A BRIk 5
TR REARLAIAE B AR i — B, BT AR FI R RN

PL:H(X]Y)Ziip(x,yj)logz])(;) (17)

A BEHLAS B X = {2, -, 2, A0 G H i
Y={y, =, y,  ACR LT B A BEA % A %K
o MO Y S, SRR T Y HE X
FF I E M. Begum ™ S5 5 $ H T FHIE A
A3 25 B 00 BRORL , IR R0 1 R Bl I 2 S o
BEAE R DA A B AT BRRA K o

(2) Xt

EEXT A3 M BRI 2 — P A R AN S P R
WHIBFGE 52, BRI T LA BREEHLAG A B A A
AHE R, XA AR 2 F Y —
ARG RERAIHT , FEHR T P A B B 22 8] 9 S HK P
AN E 1, HRGA AT

W)=+ it (18)

kG R 5 HES A FIES B4R, Fon
HH=(A, B), WMMEGHIFENRHESECH S, P
JBYERES AMBIILFEER T, NBEEES AMB
XS R AR EE U=S — P— N, BIREA

ﬁ—mmﬁzmmm%@@owMM%g%mm

BEIE, S RAN BRI, AR, HOP
EMEARIC X SRR, S = IR, ie[ — 1, 1],

HMEGE

T 2 R AT KU oL B A
SR (2 82 R 5 X A S A e Pk
ARSI SRR P R
2 AR A KR . Sankar ™46 A
PEICHT T (2 LV R B bRl T R

Faofh , MRERE iU MBS RARIAESE i — &R Ao
PR AR BAE R BRI 5 1) BE bt
(4)Z 7 BRFh
FT 2257 BRRA I B RA BE 1 5 v, BR AL OR3P ) ik
FE B RP T2 RAAT el 20T e B{ERT LA
FT MR RAR A BRI ST 224 Kby R4S %
P,=VYSC Range(K):p(K(D,)ES)
<exp(e)p(K(D,)ES) (19)
KD, MDD, WA 2 R — 1T AR EEE
RV 4 Z R g DL R B B Kol 1. S s
ey AR ; K A BEALAL pR%K
WAL 25 57 B L 5 22 3 B A AL 0L, 8 3k A
VE— B8 ) B 0 HI 55 22 27 B RA B B RAPRAIE , (H
PETE T R s & A /A i B A RCR S I 2E B
CNERT i S LW
P,=VYSCT Range(K): p(K(D,)ES)<
exp(e) p(K(D.)ES)+ 6 (20)
HAPRMEIE T 2500, 250 N TR B 5
%kamﬁmzﬁﬁ%ﬁﬁo¥a~iéﬁj%
TV A D S BRAREE , [ BSAT5 R 2 22 AL B
FAEER
FE T Mo PEANTT X A3 0 o — o BRORAEE FH AT IX 53
JE o d KRR P B B Z TR A BE RS, TS R A
oA . d — yBRAVEHTIX
O3 BE Bt A R A B A 22 TR B AT R
AR B 2 (B A3 0T DX 0 B ph AT X0 B i o, DRE
W HFRIRAH
P, ,=d.(K(D)), K(D,))<d,(D,, D,) (21)
D, D, AT B 0 R R 4 K AL BEPLEOE
HIBARARLE , o (K (D)), K(D,)) R BERL A W4
BARAEZ M REES

3 BRAEERMRITMHIER

X I ) = A B AAZE TR A [ RA R 0k 1 4 7 1%
PEAT SESITANJS , JE 25 8 A 25 ) B A BT e
PLR 32 APl b, 43R 5 s, LABD T 2L 9T hE
% R I3 e TE AR B FATT SV PA 4 5

(DAHEE

AN R P SR 4 O 3 TR BERA B A B E AR
JE S BTN E PR BRAARE Ho ds th T e



1700 [l o K 2 2 MCH 9K BE 2% O

% 50 %

R IR S AR E IR NG B b, R e
A HEM A b (5 B AR RA R BB iy, OB E 1
G o AR R — 1> i Al e P T A AL
EHRIATENE . IS, FR bRk A 2 TR A R
N TR R RERE A5

(2)f BRI/ Bk

SRR R e i A T B 2 R AT R
A SRR R B dﬁf@%ﬁﬁb PN:DISEN - S 7
T REARAT A £ S0l B AARE s o filan {5
SRR B3R \1.4?‘5%125%%&&%9@1%@@
st R AP R o 28 R A AR X AR A
BRI EAR R T,

(3)KdeAH eI

BAEARAPESR bR 7R 2 B i JOE RO
SRR OL T, T A T A A A A e
(R o X IETT A RIS AR DL B R B AA R R

/N, IF5E A AR R B R A5 T BR A . 3X
KRR BRCRA r—EA 1 28 (1diversity ) |
m ANAEE (m-invariance ) .2 %% (-closeness ) %5,

(AT ok

ANAT X G PR 4R bR 2 T8 Mo X 4 B bR B g
JI S XA ELAE 255 B A, I L 2E S BaAL LA A
K223 AL oA SUBR A AN AT X P A 25
GrFBadh T2 AL

(5) Tt B %

T U A LR 0Y BE  mT LARE R
() BE S AR | BT B R D A U0 e o

(6)iR2E

FET RN B Al T B0 2 e B LA A
ISR T B R B T LA R fE R,
PRUASRE R B # ok

x5 FEMRFAITMEERITMAER

Tab. 5 IoV privacy assessment attributes and assessment metrics

TR R WOCR -
(B R i iﬁgd
N (58t R s
st NETES i
. SN IR
Hits (LB (s
SRR e
CTRS VSN i ot QS
ﬁ;’fﬁ%ﬁ HRPA/KL i
A R
AL LA B, e
B P AR 2
&%
(R R NIy
AR 2 AR
KIMER ﬁﬁ%? B4 2 AR
N SR 2 AR
AR B R SR i X AP
T
iy S\ KRR
SRR,
B T MR
St g PN b 441
SR BB
T T ST e
w2 it (R BB
Yei 2 B, AP
G FAEA TR
BT Yei g B R G A
g B S R ]
Gy R B X
¥ Yei g B R
s (R e,




5% 12

TR/IVHE, 55 AEIR RIS IR RG22 42 4 a7 1

1701

(7) B[R]

R [ 9 JEE e 000 B T P ) S s 2 A il
IRHTP B AA BT 5 A€ B BB IR, S e R o I HT T
A FIE AT — Bl 70 S PR AR O - B RS
TR ] FEL RS T TR 1]

(8) K JEE

B E S5 bt Al 1 Tl 2 HE DU AR B A B2 i
A IEAGTHIIERATE o Toels 5 AR 6 P X 1o
BRI BAFATE .

FEXT LA BOBSAAE R, XS BT I HT A B AR | i
AN PP R Bm AR SR P AT T BS54,
MRS PR

4 BEESRE

AR SCHE T 22 O R S5 ) 20 B 7 el o T A
LAFERAERABESE T 4205 0 B B AL R MR RA
R IR T I RS FAE R REA T 1 7028 5 TR ik
ST Z2 Rl B R0 HOAN [F] 4 BERL B B a AR R4 71
RS T — DA B AR R SR AR b
PRZR o SR, 70 BEURA B2 40 75 ThT 4 JEK 199 3 T W 2 R 22
PRif DX TALGE 2% SRR R P Tk T B AL R
PIT S RERESE T 2 MEOAR IR T 2 AL R
JEtE. L, i T 4% JE Ik =2 a] B B AN TR, 7R R
AAJEE e A P L EURL S A AR L ik o B — 28
WFFE. S350, 2R ) 225K 9 B B R B 8 T 5 ik
b TRETERII], B FARE B AT 50 -5 SE PR ik 7 2k
— T GIRR

EE REk =R
TR/INAE BT A SCHESR R R85
T T SR, I H A
BRI 5, B
TR BT S g S
TR 9 SRR, 2 AR T IS

Sk

[1]  AMAN M N, JAVAID U, SIKDAR B. A privacy-preserving
and scalable authentication protocol for the internet of vehicles
[J]. IEEE Internet of Things Journal, 2020, 8(2): 1123.

[2] USHA M, RAMAKRISHNAN B. A robust architecture of the
OLSR  protocol ~ for
transmission using minimal multi point relay selection in
VANET [J]. Wireless Personal Communications, 2019, 109
(1): 271.

[3] LUZ, QUG, LIU Z. A survey on recent advances in vehicular

channel utilization and optimized

[4]

[5]

[7]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

network security, trust, and privacy[J]. IEEE Transactions on
Intelligent Transportation Systems, 2019, 20(2): 760.
VIJAYAKUMAR P, CHANG V, DEBORAH L J, e al.
Computationally efficient privacy preserving anonymous mutual
and batch authentication schemes for vehicular ad hoc networks
[J]. Future generation computer systems, 2018, 78: 943.
MANSOUR M B, SALAMA C, MOHAMED H K, et al.
VANET security and privacy—An overview [J]. International
Journal of Network Security &. Its Applications, 2018, 10
(2):13.

HAFIZ M. A pattern language for developing privacy
enhancing technologies[J]. Software: Practice and Experience,
2013, 43(7): 769.

SUTHANA S, REDDY B M. New identity batch verification
privacy scheme in VANET [J]. International Journal of
Advanced Networking and Applications, 2020, 11(4): 4354.
LIH, PEIL, LIAO D, et al. Blockchain Meets VANET : An
architecture for identity and location privacy protection in
VANET [J]. Peer-to-Peer Networking and Applications,
2019, 12(5): 1178.

ABBAS S, FAISAL M, UR RAHMAN H ,
Masquerading attacks detection in mobile ad hoc networks [J].
IEEE Access, 2018(6): 55013.

GROVER J, GAUR M S, LAXMI V, et al. A sybil attack
detection approach using neighboring vehicles in VANET[C]//

et al.

Proceedings of the 4th international conference on Security of
information and networks. Sydney, Australia: ACM, 2011:
151-158.

SUJIHELEN L, BODDU R, MURUGAVENI S, et al.
Node replication attack detection in distributed wireless sensor
networks [J].  Wireless Communications and Mobile
Computing, 2022, 2022: 11.

KANG J, YU R, HUANG X, et al. Location privacy attacks
and defenses in cloud-enabled internet of vehicles [J]. IEEE
Wireless Communications, 2016, 23(5): 52.

BENAROUS L, KADRI B, BITAM S, et al. Privacy-
preserving authentication scheme for on-road on-demand
refilling of pseudonym in VANET [J]. International Journal of
Communication Systems, 2020, 33(10): e4087.

HAIDER S, GAO D, ALI R, e al. A privacy conserves
pseudonym acquisition scheme in vehicular communication
systems [J]. IEEE Transactions on Intelligent Transportation
Systems, 2022, 23(9): 15536.

DE FUENTES ] M, GONZALEZ-MANZANO L, SERNA-
OLVERA J, et al. Assessment of attribute-based credentials
for privacy-preserving road traffic services in smart cities [J].
Personal and Ubiquitous Computing, 2017, 21(5): 869.
YADAV V K, VERMA S, VENKATESAN S. Efficient and
secure location-based services scheme in VANET [J]. IEEE
Transactions on Vehicular Technology, 2020, 69(11): 13567.
SUN X, YU F R, ZHANG P, e al. A survey on secure

computation based on homomorphic encryption in vehicular ad



1702

6] 5% K 2 2 (A 4K BE 2 B

% 50 %

[18]

[19]

[20]

[21]

hoc networks[J]. Sensors, 2020, 20(15): 4253.

YING B, MAKRAKIS D, HOU Z. Motivation for protecting
selfish vehicles” location privacy in vehicular networks [J].
IEEE Transactions on Vehicular Technology, 2015, 64(12) :
5631.

HE Y, CHEN J. User location privacy protection mechanism
for location-based services [J]. Digital Communications and
Networks, 2021, 7(2): 264.

KELLY D J, RAINES R A, GRIMAILA M R, ez al. A
survey of state-of-the-art in anonymity metrics [C]//
Proceedings of the Ist ACM workshop on Network data
anonymization. New York, NY, USA: Association for
Computing Machinery, 2008: 31 - 40.

SHANNON C E. A mathematical theory of communication[J ].
The Bell System Technical Journal, 1948, 27(3): 379.

[22] O’ CONNOR L. Entropy bounds for traffic confirmation [EB/

(23]

[24]

[26]

[27]

[28]

[29]

[30]

OL]. [ 2022-09-01]. https://eprint.iacr.org/2008/365.

CUI J, WEN J, HAN S, ez al. Efficient privacy-preserving
scheme for real-time location data in vehicular ad-hoc network
[J]. IEEE Internet of Things Journal, 2018, 5(5): 3491.
CHAUM D. The
Unconditional sender and recipient untraceability [J]. Journal of
Cryptology, 1988, 1(1): 65.

CHEN W, CAO Y, WANG H. Conditional anonymity with
non-probabilistic adversary [J]. Information Sciences, 2015,
324 32.

SWEENEY L. £-anonymity: A model for protecting privacy
[J].
Knowledge-Based Systems, 2002, 10(5): 557.

RAJ A, D’ SOUZA R G. Big data anonymization in cloud

using 4-anonymity algorithm using map reduce framework [J].

dining  cryptographers  problem:

International Journal of Uncertainty, Fuzziness and

International Journal of Scientific Research in Computer

Science, and Information
(IISRCSEIT), 2019, 5(1): 50.

AGRAWAL D, KESDOGAN D. Measuring anonymity: The
disclosure attack [J]. TEEE Security &. Privacy, 2003, 1
(6): 27.

HUANG D. On measuring anonymity for wireless mobile ad-
hoc networks [ C]//Proceedings. 2006 31st IEEE Conference
on Local Computer Networks. [S.1.]:IEEE, 2006: 779 - 786.

DIAZ C, TRONCOSO C, DANEZIS G. Does additional

Engineering Technology

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

information always reduce anonymity? [ C]//Proceedings of the
2007 ACM workshop on Privacy in Electronic society.[S.1.] :
ACM, 2007: 72 - 75.

FERAMG, SBWAE, FFHAE A ESS h  BE  BRL
(] B4Rk, 2012, 23(2): 9.

WANG CAIMEI, GUO YAJUN, GUO YANHUA. Privacy
metric for user’ s trajectory in location-based services [J].
Journal of Software, 2012, 23(2): 9.

SHOKRI R, FREUDIGER J, HUBAUX J P . A unified
framework for location privacy [ EB/OL ].[2022-08-26 ] http://
infoscience.epfl.ch/record/148708

SHOKRI R, THEODORAKOPOULOS G, LE BOUDEC J
Y, et al. Quantifying location privacy [C]//2011 IEEE
symposium on security and privacy. [S.1.]: IEEE, 2011: 247
- 262.

CORSER G P, FU H, BANIHANI A. Evaluating location
privacy in vehicular communications and applications [J]. IEEE
Transactions on Intelligent Transportation Systems, 2016, 17
(9): 2658.

SABIN BEGUM R, SUGUMAR R. Novel entropy-based
approach for cost-effective privacy preservation of intermediate
datasets in cloud[ J]. Cluster Computing, 2019, 22(4): 9581.
HUANG W Q, XIAJF, YU M, ez al. Personal privacy metric
based on public social network data [J]. Journal of Physics:
Conference Series, 2018, 1087(3): 032007.

SANKAR L, RAJAGOPALAN S R, MOHAIJER S, et al.
Smart meter privacy: A theoretical framework [J]. IEEE
Transactions on Smart Grid, 2012, 4(2): 837.

WU Q, TANG J, DANG S, et al. Data privacy and utility
trade-off based on mutual information neural estimator [J].
Expert Systems with Applications, 2022, 207: 118012.
WANG W, YING L, ZHANG J. On the relation between
identifiability, differential privacy, and mutual-information
privacy [J]. IEEE Transactions on Information Theory, 2016,
62(9): 5018.

BLUM A, LIGETT K, ROTH A. A learning theory approach
to noninteractive database privacy [J]. Journal of the ACM
(JACM), 2013, 60(2): 1.

WAGNER 1, ECKHOFF D. Technical privacy metrics: A
systematic survey [J]. ACM Computing Surveys, 2019, 51
(3): 1.



