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Dynamic Threshold Method of Establishing

Trust in Open Environment
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Abstract: In incomplete information environment, there are
many optimization problems in the process of automated trust
negotiation (ATN) based on exchanging digital credentials,
like how to disclose minimum credentials and obtain maximum
authorized, negotiation optimization, et al. Based on an analysis
of the ATN process by game theory.a quantitative approach of
trust is proposed to compute trust value of each credential in
the ATN process a trust negotiation system is established on
the basis of the dynamic strategy. The dynamic-threshold,
fluctuating with the negotiation process, is proposed for
further optimization to reduce credentials disclosure. The case
analysis and simulations show that the dynamic-threshold
strategy can restrict the amount of disclosed credentials and

improve efficiency of the negotiation process in the incomplete
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information environment.
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Fig.2 ATN process of Client and Server
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Fig.3 Comparison of ATN strategy efficiency
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Fig.4 Comparison of disclosed credentials
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Fig.5 Influence of the negotiation strategy branch

5 ik

ARSCE IS AT B g P A5 AT U 945 2 20 A
FEAEAE P A P 7281 B 1) 2l 285 B (L5 A
TR SR S AR DI RS 5 B S ELAT O ANIE B AR A Y 1 A
AR X 7 AN T A A 1) A R R DR T R B T
5 SR Ve SO I 12 b o SR I FH A P i v 1)
[Fa-42% il 54 W 55 A 6 22 7 S ELXHBURRAR B B SRR 1
AT O - 3078 (L I 1R SR T LA BB DR A7 SR
RS AR . HE— 25 Mo 4R 5 PP R PRI %
5 TAERAE I 8L AR i 5e.

S 30k

1] BERAN. &0, 2000 45 A S BT IR O R e [T ]. i
243, 2006,17(9) : 1933.

LIAO Zhensong. JIN Hai, LI Chisong, et al. Automated trust
negotiation and its development trend[ ] ]. Journal of Software,
2006,17(9) :1933.

Baselice S, Bonatti P A, Faella M. On interoperable trust
negotiation strategies [ C] // The 8th IEEE International
Workshop on Policies for Distributed Systems and Networks.
Bologna: IEEE Computer Society Press.2007:39 — 50.

Yu T, Winslett M, Seamons K E. Interoperable strategies in
automated trust negotiation[ C] // Proceedings of the 8th ACM
Conference on Computer and Communications Security. New
York:ACM Press,2001:146 — 155.

William H W, Kent E S, Jones V E. Negotiating disclosure of
sensitive credentials[ C] // The Second Conference on Security
in Communication Networks. Amlfi: ACM Press,1999.

Bonatti P, Olmedilla D. Driving and monitoring provisional trust
negotiation with metapolicis [ C ] // Proceedings of the 6th IEEE
International Workshop on Policies for Distributed Systems and
NetworksStockholm: IEEE Computer Society Press,2005;14 — 23.

(T#% 1693 17)

(2]

(3]

(4]

(5]





